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1. O630p apxXUTEKTYpbI

Cuctema npegcraBnsaeT cobori MUKPOCEPBUCHYO NaTdopMy ANs yNpaBneHns ak3ameHaMmu 1 attectaumen
cotpyaHukoB ARCTB.RU. Bce cepsuchl B3aumogencTaytoT yepes obuyto Docker-cetb 1 ucnonbayot
BHeLLHI00 6a3y AaHHbIX PostgreSQL.

1.1 CocTaB cucrembl

CepBuc TexHonorusa HTTP gRPC BA / Kaw HasHauyeHue
nopt nopt
rzd-web Node 20/ Vite / 5173 — — ®dpoHTeHg SPA
React
apigatewayrzd Python 3.13/ Sanic 8009 — Redis API-wnto3s, JWT,
MapLUpyTU3auus
user-service Go 1.23/ Gin 8080 9090 PostgreSQL Monb3oeatenu, JWT, ponu
tickets- Go 1.23/ Gin 8000 9000 PostgreSQL + BuneTbl, BONpocskl, KaLw
service Redis
exam-service Python 3.12/gRPC  — no .env PostgreSQL Jlorvka ak3ameHoB
reports- Python 3.13 / Sanic no .env — PostgreSQL + OTt4éThl (Dramatiq workers)
service Redis
s3servicerzd Python 3.13 / Sanic ~ API+UI — PostgreSQL + dannosoe xpaHunuiLe
S3
rzd-cruds Python / Alembic = = PostgreSQL Bubnmoteka ORM +
MUrpaumm

1.2 Cxema B3anmMoencTBms cepB1UcoOB

Hwuxe npueBeaeHa yiorn4eckad cxema B3aUMOAENCTBUS KOMNOHEHTOB CUCTEMBI:

[ Bpay3ep / KnueHT ]
| HTTP :5173

rzd-web (SPA)

| REST API :8009

API Gateway (apigatewayrzd) | —— Redis (x3m ceccum)
L |
I
|
|
1 gRPC :9090 1 gRPC :9000 | HTTP
[ 1 [ 1 [ ] [ 1
| user-— | | tickets- | | exam- | | reports-— |
| service | | service | | service | | service |
L | L | L | L |
T T I I
| PG :5432 | PG+Redis | PG | PG+S3svc

rzd cruds (obmasa BI + Alembic)
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t S3 API

[ s3servicerzd ]

1.3 CTek TexHONnorumn

*  O@poHTena: React + Vite + TypeScript (Node 20)
» bakeHg (Go): user-service, tickets-service — Go 1.23, Gin, gRPC, PostgreSQL

» bakeHg (Python): apigatewayrzd, exam-service, reports-service, s3servicerzd — Python 3.12-3.13,
Sanic/FastAPI, Poetry

+  O6uwas 6ubnuoteka: rzd_cruds — Python ORM (SQLAIchemy + Alembic), nybnukyetca B GitLab
PyPI

*  KommyHukauma: REST HTTP + gRPC (Protocol Buffers)

*  Koaw n ouepean: Redis 7

+ bB[l: PostgreSQL 15-16

*  KoHTtenHepusaums: Docker + Docker Compose, obas BHewHss Docker-ceTb
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2. TpeboBaHuA 1 NpepBapuTenbHasa NoAroToBKa

2.1 CucrtemMHble TpeboBaHusA

KomnoHeHT Tpe6oBaHue

ocC Linux (Ubuntu 20.04+) / macOS / Windows 10+ ¢ WSL2
Docker Bepcus 24.0+

Docker Compose Bepcua 2.20+ (plugin nnu standalone)

RAM MuHumym 4 ', pekomeHayetca 8 I'b

CPU 2+ agpa

Ouck 10 I'b cBOGOOHOIO MecTa

CeTb Hoctyn k Docker Hub 1 GitLab (gitlab.picpall.ru)

GitLab Token glpat-*** — ans yctaHoBku rzd_cruds 13 npueatHoro PyPI

2.2 Co3paHue oowen Docker-cetu

Bce cepBuchl ncnonb3yoT eanHyto BHelwHol Docker-ceTb. Nepen 3anyckom nioboro cepsruca Heobxoanmo
co3gaTb eé:

KomaHpa docker network create rzd network

Uwms cetn (rzd_network) gomkHo coBnagaTe ¢ nepemeHHoi CONTAINER_NETWORK B .env-gainnax
Ka)xgoro cepBuca.

2.3 GitLab Token gnsa npuBaTtHoro PyPI

CepBuchbl exam-service, reports-service, s3servicerzd n apigatewayrzd ncnonbe3sytot naket rzd_cruds,

onybnukoBaHHbIN B NpuBaTHOM GitLab PyPI (gitlab.picpall.ru).

Y6eguTtech, 4To TOKeH gocTyna nponucaH B Dockerfile unm nepegaércs yepes nepemMeHHYH0 OKPYXEHUS:
poetry config http-basic.gitlab  token  <pam gitlab token>

TokeH BcTpoeH B Dockerfile s3servicerzd (glpat-Ue5CTjPwmwxwAyyXndxS). [Ins octaneHbix Python-
CepBUCOB Npu HEOOXOAMMOCTH NepefanTe TOkeH Yepes build args.
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3. Mopsapok pa3BépTbiBaHUA

CepBucbl He06x0aMMO 3anyckaTb B CTPOroM nopsaake ms-3a 3asmcmumoctent (QRPC-BbI3oBbI, 06wasn B/).
Hwxe npuBeaeHa pekomeHayemasi nocneaoBaTenbHOCTb:

Ne CepBuc Yto pgenaer | 3aBucuT ot
1 rzd_cruds 3anyckaet PostgreSQL, npumeHset —
mMurpaumu Alembic
2 user-service PostgreSQL + npunoxexune, gRPC :9090  rzd_cruds DB
3 tickets-service PostgreSQL + Redis + npunoxerue, rzd_cruds DB
gRPC :9000
4 exam-service gRPC-cepBep ak3ameHoOB user-service, tickets-service
5 s3servicerzd daninosbin cepsuc + Streamlit Ul rzd_cruds DB
6 reports-service Sanic API + Dramatiq worker + Redis s3servicerzd, APl Gateway
7 apigatewayrzd Touka Bxoga REST API :8009 user-service, exam-service, tickets-
service
8 rzd-web SPA cpoHTeHg :5173 apigatewayrzd
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4. NMowaroBasi MHCTPYKLUS pa3BEPTbIBaHUA

lWar 1 — rzd_cruds (6a3a gaHHbIX + MUrpauumn)

rzd_cruds — ueHTpanbHasa bubnuoteka ORM, cogepxawas cxemy B[ n murpaunn Alembic. CHavana HyHo
nogHATb PostgreSQL v npymeHuTs Murpaumm.

1.1 Co3paHue .env danna
cd rzd cruds-main

cp .env.example .env # wIm cospanTe BPYYHY

MepemeHHasn 3HauyeHue No ymon4yaHuo / ‘ OnucaHue

Mpumep
DB_HOST rzd_postgres Mwms koHTerHepa PostgreSQL
DB_PORT 5432 BHyTpeHHuI nopT PostgreSQL
DB_NAME russian railways Nms 6asbl gaHHbIX
DB_USER postgres Monb3oBatens B/
DB_PASS postgres Maponb B
DOCKER_PORT 5434 BHeLwHWI nopT onsa nogkntoyeHns
CONTAINER NETWORK rzd network Nmsa Docker-cetn

1.2 3anyck PostgreSQL

docker compose up -d

1.3 NMprMmeHeHUe Murpauumn
Ecnu yctaHoBneH Poetry nokansHo:

cd rzd cruds-main
poetry install

export DB HOST=localhost DB PORT=5434 DB NAME=russian railways DB USER=postgres
DB PASS=postgres

poetry run alembic upgrade head

Wnun yepes Docker (ecnu alembic goCTyneH BHYTPW KOHTENHEPA):
docker exec -it <container name> alembic upgrade head

1.4 (OnunoHanbHO) 3anonHeHne TeCTOBbIMU AaHHbIMU

poetry run python cli/cli.py auto-fill-full # croyuariHele IaHHEE
poetry run python cli/cli.py fill-tst-qg # BONPOCH OT METOIMCTOB

LLlar 2 — user-service (cepBuc nonb3oBaTtenen)
Go-mukpocepsuc: HTTP :8080 (health/metrics) n gRPC :9090 (ocHoBHOWM API).

2.1 Co3spgaHue .env hanna

cd user-service-main
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MepemeHHasn 3HayeHue nNo ymonyaHuo / ‘ OnucaHue
Mpumep

CONTAINER NAME DB user service db Nms koHTenHepa B[
CONTAINER NAME APP user service app Nms KoHTenHepa NpuUnoxeHus
DOCKER DB _PORT 5432 BHeluHuit nopt PostgreSQL
DOCKER_APP PORT 8080 BHewwHuit HTTP nopt
DOCKER_APP GRPC_PORT 9090 Brewnunin gRPC nopt
JWT SECRET your secret key Cekpet ana JWT TokeHOB
CONTAINER NETWORK rzd network Nma Docker-cetn

2.2 3anyck

docker compose up -d --build

2.3 MNMpoBepka
curl http://localhost:8080/health

LWar 3 — tickets-service (cepBuc 6uneToB)
Go-mukpocepsuc: REST :8000 n gRPC :9000. cnonbayeTt PostgreSQL 1 Redis.

MNMepemeHHas 3HauyeHue No ymon4yaHuo / ‘ OnucaHue
Mpumep

CONTAINER NAME DB railway-postgres Wwms koHTenHepa B[
CONTAINER_NAME RE railway-redis Mmsa koHTenHepa Redis
CONTAINER NAME APP railway-app Mms KoHTenHepa npunoxeHus
DOCKER_ DB _PORT 5433 BHewuHuii nopt PostgreSQL (He

KOHMNMKTOBATb C user-service!)
DOCKER REDIS PORT 6379 BHeluHuii nopT Redis
DOCKER APP_PORT 8000 BrewHuii HTTP nopt
DOCKER APP GRPC_PORT 9000 BHewwHuii gRPC nopt
CONTAINER NETWORK rzd network Nma Docker-cetu

docker compose up -d --build

3.1 NMpoBepka
curl http://localhost:8000/health

LLlar 4 — exam-service (cepBUC 3K3aMeHOB)

Python gRPC-cepsuc. MNoagkntovaetcs k B rzd_cruds u k tickets-service no gRPC.

4.1 Co3spgaHue .env dhanna

cd exam-service-main

Ctpanuua | KoHdumaeHumansHo



ARCTB.RU — VHcTpyKuMsa no pasBépTbiBaHM MUKPOCEPBUCHOW CUCTEMbI v1.0 « 2025

MepemeHHasn 3HayeHue nNo ymonyaHuo / ‘ OnucaHue
Mpumep
CONTAINER NAME exam service Nms koHTenHepa
DOCKER_PORT 50051 BHewwnuit gRPC nopt
DB_NAME russian railways B[ (ta xe, 4To rzd_cruds)
DB_USER postgres Monb3osaTens B[]
DB_PASS postgres Mapone B
DB_HOST rzd_postgres XocT B[ (umsi kKoHTenHepa rzd_cruds)
TICKET SERVICE URL tickets_ app:9000 gRPC URL tickets-service
CONTAINER NETWORK rzd network Nmsa Docker-cetn

docker compose up -d --build

LWar 5 — s3servicerzd (channosbin cepBUC)

Python-cepsuc: Sanic REST API + Streamlit Ul. icnonb3yeTt S3-coBmectumoe xpaHunuie n PostgreSQL.

MNepemeHHasn 3HayeHue no ymonuaHumio / ‘ OnwucaHue

Mpumep
CONTAINER NAME s3 service Nms koHTenHepa
DOCKER PORT API 8010 BHewwHuit nopT Sanic API
DOCKER PORT UI 8501 BHeLwHwWit nopT Streamlit Ul
PORT 8010 BHyTpeHHWI nopT API
STREAMLIT SERVER_ PORT 8501 BHyTpeHHWn nopT Streamlit
DB_HOST rzd_postgres XocTt B[]
CONTAINER NETWORK rzd network Wms Docker-cetn

docker compose up -d --build

LLlar 6 — reports-service (cepBuUc OTY4ETOB)

Python Sanic-cepsuc + Dramatiq worker ans ¢goHoBon reHepaunm PDF-oT4éTOB. BKntoyaeT cOBCTBEHHbIN
Redis.

MNMepemeHHasn 3HauyeHue no ymon4anuio / ‘ OnucaHue

Mpumep
CONTAINER NAME reports_service Nwms koHTenHepa API
DRAMATIQ CONTAINER NAME reports worker Mwms koHTenHepa worker
REDIS_CONTAINER NAME reports_redis Mmsa koHTenHepa Redis
DOCKER_PORT 8011 BHeluHuiA nopT cepBuca
SERVICE PORT 8011 BHyTpeHHWiA nopT
REDIS PORT 6380 MopT Redis (He koHdnmkTOBaThL € :6379!)
DB_HOST rzd_postgres XocT ocHoBHOM Bl
API GATEWAY HOST api gateway XocTt API Gateway
API_GATEWAY_ PORT 8009 Mopt API Gateway
S3_SERVICE_HOST s3_service XocT S3-cepsuca
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MepemeHHasn 3HayeHue nNo ymonyaHuo / OnucaHue
Mpumep

S3 SERVICE PORT 8010 Mopt S3-cepsuca

CONTAINER NETWORK rzd network Nmsa Docker-cetn

docker compose up -d --build

LWar 7 — apigatewayrzd (API-wnio3)

maBHas Touka BxoAa Ans Bcex KnneHToB. MapLupyTmaupyeT 3anpockl K user-service, tickets-service, exam-
service yepe3 gRPC n HTTP.

MNepemeHHasn 3HayeHue no ymonuaHumio / ‘ OnwucaHue

Mpumep
CONTAINER NAME api gateway Mms koHTenHepa
DOCKER_PORT 8009 BHewwHW nopt
API_ PORT 8009 BHyTpeHHuI nopT
SECRET your jwt secret JWT cekpeT (momkeH coenagaTb C user-

service)

ALGORITHM HS256 Anroputm JWT
ACCESS_TOKEN_ EXPIRE 3600 TTL TokeHa (cekyHapl)
EXAMS CLIENT HOST exam_service XocT exam-service
EXAMS CLIENT PORT 50051 gRPC nopt exam-service
TICKET CLIENT HOST tickets_ app Xocr tickets-service
TICKET CLIENT_PORT 9000 gRPC nopT tickets-service
CONTAINER NETWORK rzd network Wwms Docker-ceTtn

docker compose up -d --build

7.1 NMpoBepka APl Gateway
curl http://localhost:8009/api/vl/users/login \
-X POST -H 'Content-Type: application/json' \
-d '{"uin": "admin uin", "password": "adminl23!"}'

LWWar 8 — rzd-web (cpoHTEHA)

React SPA, cobupaetcs Bo Bpemsi docker build. URL APl Gateway 3agaétcs yepes build argument.

MepemeHHasn 3HayeHue no ymonyaHuto / ‘ OnucaHue
Mpumep
CONTAINER NAME rzd web Wmsi koHTeliHepa
DOCKER_PORT 5173 BHeluHui nopt
VITE API URL http://<IP>:8009/api/vl URL API Gateway (npumep:
http://192.168.13.68:8009/api/v1)
CONTAINER NETWORK rzd network Nmsa Docker-cetn

BaxHo: VITE_API_URL pomxkeH cogepxaTtb peanbHbiii IP unu hostname cepsepa (He localhost), Tak kak oH
BCTpaMBaeTCs B KIMMEHTCKUI JS-Koa BO BpeMs COOPKMU.
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docker compose up -d --build
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5. CBoagHaa Tabnuua nopTtoB

MopT MpoTokon CepBuc OnucaHue

5173 HTTP rzd-web ®poHTeHy (Vite preview)

8009 HTTP apigatewayrzd API| Gateway (ocHOBHOI BXOA)
8000 HTTP tickets-service REST API 6unetos

9000 gRPC tickets-service gRPC cepsep bunetoB

8080 HTTP user-service HTTP (health, metrics)

9090 gRPC user-service gRPC (ocHoeHol API nonb3oBatenein)
5432 TCP PostgreSQL (user) B[] user-service

5433 TCP PostgreSQL (tickets) B[ tickets-service

5434 TCP PostgreSQL (cruds) B[] rzd-cruds (ocHoBHas)
6379 TCP Redis (tickets) Kaw tickets-service

6380 TCP Redis (reports) Ouepepnpb reports-service

Mpumedanue: noptbl PostgreSQL ansa pasHbix cepBucoB cnegyeT pasHecTn (5432, 5433, 5434...), 4ytobbl
n3bexaTb KOHIMKTOB NpwW 3amnycKe Ha OAHOM XOCTe.
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6. NMpoBepka paboTocnocobHOCTHU

6.1 NMpoBepkKa 3anyLeHHbIX KOHTeNHEPOB

docker ps --format 'table {{.Names}}\t{{.Status}}\t{{.Ports}}'

Bce koHTelrHepbl gomkHbl umeTb ctatyc Up (healthy).

6.2 NMpoBepkKa ceTeBOro B3aMmmoaencTBus

docker network inspect rzd network

B BbIBOAE JOMKHbI ObITh NEpeYUCIEHbI BCE 3amnyLLEHHbIE KOHTENHEPDI.

6.3 Health-checks

CepBuc | KomaHpa npoBepku Oxuaaembii oTBeT
rzd-web curl http://localhost:5173/ HTML cTtpaHuua
apigatewayrzd curl JSON unun 404

http://localhost:8009/api/vl/

user-service curl {"status":"ok"}
http://localhost:8080/health

tickets-service curl {"status":"healthy"}
http://localhost:8000/health
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7. YcTpaHeHue TUNMUYHbIX NpoGnem

7.1 CepBMuC He MOXeT noaknuuTbes K B[

* YbeguTech, 4to rzd_cruds PostgreSQL 3anyLieH n npyuHMMaeT COeMHEHNS.
* [lpoBepbTe, 4TO KOHTENHep B[l Haxoautca B Ton xxe Docker-cetn (rzd_network).

*  Yb6egutecb, yto DB_HOST B .env — 310 nms koHTenHepa B[, a He localhost.
docker exec -it <app_ container> ping <db container name>

7.2 Ownbka gRPC Connection refused

* Y6eauTech, YTO LieNeBOl CEepBUC 3anyLleH 1 300POB.

* TlpoBepbTe, 4To EXAMS_CLIENT_HOST / TICKET_CLIENT_HOST — nmeHa KOHTEMHEpPOB, a He
localhost.

» gRPC noptbl: exam-service — tickets-service :9000, apigatewayrzd — exam-service :50051,
apigatewayrzd — tickets-service :9000.

7.3 PpoHTeHa He BuauT API

* VITE_API_URL gomnxeH 6biTb IP/hostname cepBepa, 4OCTyNHbIM U3 Bpay3epa KNueHTa.

* Tocne nameHenuns VITE_API_URL Heobxoanmo nepecobpatb koHTenHep: docker compose up -d --
build.

7.4 Ownbka yctaHoBkM rzd_cruds (GitLab PyPIl 401)

» Yb6epguTecs, 4to GitLab token akTtyaneH n umeet npaBa read_package_registry.

* T[lepepawnTte TokeH npu cbopke unu obHosuTe Dockerfile.
docker compose build --build-arg GITLAB TOKEN=glpat-xxXXXxXXXx

7.5 KoHdnukT noptoB

*  Ecnu Heckonbko cepBUCOB MCNOMb3YHOT OAMH U TOT Xe BHELLHWUIA NOPT — U3MEHUTe
DOCKER_DB_PORT, DOCKER_APP_PORT u T.4. B COOTBETCTBYIOLLMX .env hannax.

+  OcobeHHo cneauTe 3a PostgreSQL (no ymonuyaHuio y HecKonbkunx cepsucoB cTouT 5432) n Redis
(6379).

7.6 NMpocmoTp noros

docker logs -f <container name>
docker compose logs -f --tail=100
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8. None3Hble KOMaHAbI

8.1 YnpaBneHue cepBucamm

OcTaHOBUTHL BCce docker compose down
Mepecbopka u 3anyck docker compose up -d --build
Mepe3anycTutb cepBUcC docker compose restart <service>

8.2 MpocmoTp cocTosAHUA

# Bce KOHTEMHEPH [IpPOeKTa

docker ps -a

# llcrosnb30BaHME PECYypPCOB
docker stats

# Cnmcox of6pasz30B
docker images | grep rzd

8.3 Oyuctka

# OCTaHOBUTL UM yHAJIUTh KOHTEMHEPH, TOMa, CeTu
docker compose down -v

# YmanmuTe HeuCIHoJb3yeMble 00pas:

docker image prune -f

8.4 Murpauuum Alembic

# [prMeHVTbL BCE MUTPALUU
alembic upgrade head

# OTKATUTL [OCJIEIHI0n MUTPALIMIO
alembic downgrade -1

# Craryc Mmrpauum

alembic current

9. PekomeHpgauuu no 6e3onacHoOCTH

+ BameHuTe Bce naponu no ymonyaHuio (user_service_password_2024, railway_password_2024,
postgres) nepen passépTbiBaHnem B production.

*  WUcnonbayite yHukaneHbii JWT_SECRET ans kaxgou cpegpbl. Cekpet APl Gateway u user-service
OOJDKHBI COBMafaTh.

* He xpanute GitLab-TokeHbl B Dockerfile; ncnonbaynte Docker BuildKit secrets nnu CI/CD
nepemMeHHbIe.

+  3BakponTte noptbl PostgreSQL u Redis cdanpsonom; oHn JomKHbI 6bITb AOCTYMHBI TONIBKO BHYTPY
Docker-cetu.
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«  Bknounte SSL anga PostgreSQL n Redis B production-cpege.

* [Mepunoagnyeckn obHoBnAKTe 6asosble obpasbl Docker (python:3.13, golang:1.23-alpine, postgres:15-
alpine).
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